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Managed Security Services on AWS
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1. Pre-Preparation 2. Security Operations

3. Analyze & IncidentHandling

4. Reporting
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Coenduct A
interview with Role AWS 1AM :r~ I‘DSEES Permissions
customer Analyzer
Current State Analysis: Account and Permission

Management:

Identify and create required
accounts and permissions with
appropriate access levels.

Deliver the Pre-Engagement
Questionnaire and conduct customer
interviews to gather information
about the customer's environment
prior to starting our service.

Initial Policy Establishment:
Define and deliver initial security
policies based on the customer's
requirements and our expertise,

Reduce unused policies, remave
aligned with AWS best practices.

long-unused accounts, roles, and
access keys, and audit external
access to progressively enforce the
principle of least privilege.

Console Access:
Provide the Role Creation Guide and
examine the customer's environment.

[EERY
LI

Report

Monthly Report Provided

Basic configuration settings: Review
of MFA settings, password policies,
password expiration periods, and
password reuse restrictions.

Policies regarding access keys and
unused roles

Review of access keys, unused
users and roles, and policies

Identification of unused resources

Comments and remediation guidance
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Infrastructure Vulnerability Inspection AWS Inspector
1. Pre-Preparation 2. Security Operations 3. Analyze & IncidentHandling 4. Reporting
Conduct .
interview with Role Report Inspector  Manager

customer
Preliminary Preparation Vulnerability Assessment
The target for inspection is Activate the AWS Inspector and
discussed and selected through an conduct the assessment
interview with the customer. Then, ~ A
the inspection schedule and plan are Analyze the results and prepare a Ez“:dwc":pa;s:::;::{“(:: s:::ldus)
established, during which the report for customer delivery onaue U, Follow-up Results Delivery
) B . inspection tool upon customer 4 .
inspection items are determined. request Provide the vulnerability follow-up
(Inspection items vary depending on Results Delivery assessment results report
the supported 0S.) Provide vulnerability assessment -

report ':;I‘)ZEELDJD‘:VE u:]_:zszsuszm Respond to the customer inquiries

Inspection Environment Setup ass:ssmentpreporl . cusﬁn:wzr regarding the results
The inspection environment must be Provide vulnerability remediation " P

N N N N delivery
set up, including role creation for guide
inspection (provided via CF), SSM
Agent installation, and inspection tag Respond to the customer inquiries
configuration. regarding the results
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1. Pre-Preparation

2. Security Operations

3. Analyze & Incident Handling

4. Reporting

Conduct
interview with Role
customer

Current State Analysis:

Before starting Security
Configuration Management
Operations, we deliver a pre-
engagement questionnaire and
conduct customer interviews to
gather information about the AWS
infrastructure environment currently
in use by the customer

Compliance Management

Resource Identification:

Provide visualization of the
customer's AWS infrastructure asset
and offer asset management
features

Asset management:
Provide the asset change history on
monthly basis

Remediation:

Analyze the risk level of violation
items and provide actions and
remediation guidance

Compliance management:

Provide compliance checks and allow
modification of compliance items to
create custom rules tailored to the

environment Palicy configuration:

Support the creation, maodification,
and deletion of policies tailored to
the environment based on the
customer's requirements

Detection and Reporting:

The scan schedule can be configured,
and compliance inspection results
are provided

Report

Operational Service Details:
Report the service support details,
conduct risk assessments for each
account, and provide an overall
summary

Asset Status:
Report the monthly changes in asset
levels

Compliance Violations Management:
Organize and report the compliance
violation items for each account
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. Analyze & Incident Handling

SECUDIUM
N CENTER

4. Reporting

‘Security Operations

2R

Conduc
interview
customer

Role

Current State Analysis:

Analyze the client's IT environment to
define the scope of security
monitoring & operation services that
meet the client's specific needs and
requirements.

Business Consultation:

Engage in discussions with the client
regarding the security monitoring
and operations process. Clearly
define the Service Level Agreement
(SLA), service scope, and service
objectives.

Integration of Monitoring/Operations:
Integrate the monitoring system with
the client's IT infrastructure. Set up
the necessary tocls and systems to
monitor security events within the
client's environment and complete
related configurations. This sets the
foundation for real-time monitoring
and response capabilities.

AWS GuardDufty

AWS Shield Advanced ) v
Real-time Meonitoring:
Monitor security events in real time
through SK shieldus' security
monitoring platform, Secudium. This
enables early detection of potential
threats and rapid response.

Threat Detection and Alerts:

When abnormal signs are detected in
security events, immediate alerts are
sent to the client's designated
contacts. Notifications are delivered
through email, SMS, phone calls, etc.

Policy Managementand Backup:
Ensure that the client's policies and
security logs are backed up regularly
to prevent data loss and ensure
recovery.

Regular Inspections:

Conduct periodic inspections to
maintain the availability and security
of the client's systems.

3¢ Party HIPS

A\ L

Center (SOC)

Event Analysis:

Perform primary analysis using Al-
based tools for detected security
events, followed by secondary
analysis through Big Data correlation
to understand the cause and impact
of incidents. This enables the
development of effective response
strategies and accurate mitigation
actions.

Incident Response:

In the event of a security breach,
quickly implement initial response
procedures to prevent the spread of
the incident and minimize damage.

Patch Management/Updates and
Incident Recovery:

Rapidly apply security patches, and
in the event of system failures,
restore normal operations as quickly
as possible.

Report

Monthly Report:
Provide a comprehensive analysis of
security events and significant
operational issues that occurred over
the past month, clearly reporting the
security status to the client.

Event Detection and Analysis Report:
In the event of a security incident,
provide a detailed, data-driven
analysis and update on the response
status of the event.

Incident Response Report:

Offer a detailed report of the actions
taken during the security monitoring
and operations process, along with
measures to prevent recurrence.
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AWS AWS IPS
MH|A A2 Shield Network AWS AWS
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MDR Security Solution Implementation [IETIIE

&

Conduct
interview with
customer

VS Marketplace Instance
(BYOL) (Manager server)

Current State Analysis:

Deliver the Agent Pre-Engagement
Questionnaire and conduct customer
interviews to gather information
about the customer's environment
prior to starting our service.

EC2 Instance Configuration:
Configure the EC2 instance for the
MDR server(BYOL) and verify the
connection information.

Slhm-mm

I%I Sysiog %

3 Party

HIPS (MDR) Log Servers

MDR Server Configuration:

Access the EC2 instance configured
for the MDR server and set up the
MDR server.

MDR Server Environment Setup:
Perform AWS account integration
and deploy the agent. Set policies for
the deployed agent.

Operational Environment Check:
Monitor the agent to ensure it is
functioning properly and that the
applied policies are working correctly.

1. Pre-Preparation 2. Security Operations 3. Analyze & IncidentHandling 4, Reporting

Report

Deployment Completion Report:
Provide the MDR solution
deployment completion report. The
report includes information about the
management server, the servers
where the agent is installed, and the
applied policies.

A
n =

- AWS Account

Lf QIAEA XRAF A

=M 2% Al 7o) 2

=]
— =

Al
. M| ELCI| O] E{ (Public/Private DNS, Instance ID &)

v OjO|ME HX| QIAHA =0l
s
v OO|™E O|ZX| QIAHEHA  EEMIF HEZE AWS Account?| EE 2|H0| &
Mote QAAEA =0l Its
- HQEQINHE BIX[: o= oAl 2, 9l QEe[dA, dS ZLHYS S X
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- AEZQIEO MO QIAEHE AX: o B 7|2 S HAIE YYo= BN
T Qs A =2 Atce|d, XpEHE OFYES-2 Anti-alware Events > Identified
FiresOl M =2l 7ts
- HOt QIAEHE ZAL Zdoh M5 YO OHIEmY Z2, HlS Z=MA 0|F,
2O 34 7BH, o EY S)E &2 7ts
- =8 82 XH HS: Windows0A RRE |Fd(virus)2 XMt X|gg += gl A
2 A2 Linuxe 4z|2 7ts
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Global Leading Digital Security Company G~ 2012
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Desp Security
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Het R4 3% 22 BN
02 7% 249 - Deep Security Manager

#% Deep Security Manager 4 821

Deep Security Manager

HOt R M 7F 28 1A
02 7% 92l - Deep Security Agent

Agent Hi ol

## Deep Security Manager - Agent 5 49§

Deep Security Agent
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3. SKEHA A7)

A 2AOlEEHA(F)S SHHots 22 E 2Eo| X5 Ato|H 2o CiH|5} {5t
=

DESH 8 =+ U ZH £RUS MSYLICE AOIH S 0| Cigh
HOHAMEEH 284 73, X/ STX| Full Service Cycle 2 &1 U2 H, Cloud
SEo Mol =Hob MH|ATMK] oh= ALO|H EoF A 19| ArEALZS| MEGa L5t E
J|gte 2 Hgo| MHIAE MSEL Tt
B SKEOGA Cloud 84 F8 AH|A of2fet Z+&L|Ct
No Features Description
Cloud Native Security Service ¥ 3rd party Solution £ &2 2
; A7 molEH HEH3T =t $0F01| Chet &8 MH|AE MSELICH |4
HOMEA| MH|AE 24 A7t 365 Y HOHEHA|, HofAtD of U HAM
Al AR A BL 24 MB|AS KIS IEf
7|gel cidet 22t 280 "*E.i Hot ERHE FHRYUCL
« N/W, DB, HIO|&, OfZ2|7 0|3, 2 CHH 3rd Party
) HOHERM =
. Syl + CSP(Cloud Service Provider)O|A] M| &83dt= EQtAHIA =
« 2ot MH|A R ER40| Ofst S MH[A 75
* Cloud Oriented 22t £F M X[S(SWG, CWPP, CSPM)
ZFE =Y Al 7[=0] &&= MH[A
+ Cloud E0toIE
* Cloud Security Migration
. HoF HAIEl * Cloud Security Architecting
« DEfHA EHE 2o HE
* Cloud Data Security
* Cloud Security #2|H#A =&
* Cloud Security %It
A ot MH|A 24A[7F 365 HOF FHIE QTSHA EoD, 7ig 4" Al FFE
oty MBS EHHE S @4 XYY

4. Support/Contact Point

ofgff M2 Zo| Argds ELFAIT Z|chet #2| A =2 |SLITH A

—_-1 — AN

1. Service-related Inquiries
® E-Mail: infocloudtech@skshieldus.com / infocloudops@skshieldus.com
2. Technology-related Inquiries

® E-Mail: infocloudtech@skshieldus.com / infocloudops@skshieldus.com
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